
Why bother?
Free and open source, AOSP, F-Droid, microG,...

Privacy, spyware, ad-blocking,...

Bloatware, performance, memory,...

Higher android version, permacomputing.

Anonimity

https://en.wikipedia.org/wiki/Android_(operating_system)
https://en.wikipedia.org/wiki/MicroG


App stores
Aurora store - anon
F-droid - FOSS app store
Neo store - update & default repos (IzzyOnDroid)
Obtainium - Directly From the Source
Open store - ubuntu touch
PWA

Blacklisting same apps

https://f-droid.org/en/packages/com.aurora.store/
https://f-droid.org/
https://f-droid.org/en/packages/com.machiav3lli.fdroid/
https://github.com/ImranR98/Obtainium
https://open-store.io/
https://en.wikipedia.org/wiki/Progressive_web_app


Apps and alternatives
Playstore -> Aurora Store
Chrome -> Firefox foxus / Fennec FFUpdater
Google search -> SearXNG, LibreX, DDG
Maps -> Organic maps or OsmAnd
Youtube -> NewPipe, FreeTube
Drive -> Syncthing, RCX
Office -> LibreOffice & OpenOffice
Mail -> K-9 Mail / Fairmail
Music/Video -> VLC

Reddit -> Geddit (no API directly)
Wikipedia -> Wiki Unblocked

DNS66 - DNS-Based Host Blocking (ad block)
UntrackMe - cleaning urls and redirecting like LibRedirect Extension

-> Full FOSS app list

https://f-droid.org/en/packages/com.aurora.store/
https://f-droid.org/en/packages/de.marmaro.krt.ffupdater/
https://docs.searxng.org/
https://github.com/hnhx/librex
https://f-droid.org/packages/app.organicmaps/
https://osmand.net/
https://newpipe.net/
https://freetubeapp.io/
https://syncthing.net/
https://f-droid.org/packages/io.github.x0b.rcx/
https://f-droid.org/en/packages/at.tomtasche.reader/
https://f-droid.org/packages/com.fsck.k9/
https://f-droid.org/packages/eu.faircode.email/
https://f-droid.org/packages/org.videolan.vlc/
https://f-droid.org/en/packages/geddit.buzl.uk/
https://f-droid.org/packages/org.greatfire.wikiunblocked.fdroid/
https://f-droid.org/packages/org.jak_linux.dns66/
https://f-droid.org/packages/app.fedilab.nitterizeme/
https://github.com/offa/android-foss


Operating systems (Custom ROMs)
LineageOS

LineageOS for microG

DivestOS -> soft fork on LinageOS

crDroid -> customized fork on LinageOS

DotOS

Paranoid android

ProjectElixirOS

evolutionX

/e/os/ -> partialy FOSS

GrapheneOS -> only for pixel phones

Calyxos -> pixels & fairphone

PixelExp -> OS like google pixel

Linux phone OS

PostmarketOS - wiki devices

Droidian

Mobian

Ubuntu touch

Kali Nethunter

-> Linux phones list

https://wiki.lineageos.org/devices/
https://lineage.microg.org/
https://divestos.org/pages/devices
https://crdroid.net/downloads
https://www.droidontime.com/devices
https://paranoidandroid.co/
https://projectelixiros.com/download
https://evolution-x.org/download
https://doc.e.foundation/devices
https://grapheneos.org/releases
https://calyxos.org/docs/guide/device-support/
https://get.pixelexperience.org/
https://postmarketos.org/download/
https://wiki.postmarketos.org/wiki/Devices
https://devices.droidian.org/
https://mobian-project.org/
https://devices.ubuntu-touch.io/
https://www.kali.org/docs/nethunter/
https://linuxstans.com/linux-phone/


Prioritize for

Unlockable

Device is supported (TWRP and OS)

Supports microG

Last updated

Highest android version

Bootloader relocking



!!! ATENTION !!! Device can be bricked!
Check if unlockable, has TWRP and OS version listed

Backup your data

Full battery and work while charging

Enable Allow OEM unlocking  under Developer options  in Settings if available

Check many sources and people's experience

Tripple check everything

Unlock bootloader (data wipe)

Custom recovery software

TWRP wiki

Orange fox

Recovery boot shortcut != fastboot shortcut

Name Model SoC Codename

Samsung Galaxy S4 GT-I9505 Snapdragon jfltexx

Samsung Galaxy S7 SM-G935F Exynos hero2lte

https://divestos.org/pages/bootloader
https://twrp.me/Devices/
https://en.wikipedia.org/wiki/TWRP_(software)
https://orangefox.download/device


My exp
Samsung -> Odin- jOdin, heimdall -> s4, s7 & s8
Xiomi -> SIM + xiomi acc, win app -> 7d approval (insta wipe) -> Redmi Note 7 & 8T
LG -> Not supported anymore, Exiting the smartphone business -> G6

LinageOS, crDroidOS, divestOS, dotOS, /e/OS, pixelExpirance

Flash from microSD

https://odinflashtool.com/
https://odinflashtool.com/downloads/download-jodin3/
https://glassechidna.com.au/heimdall/
https://developer.lge.com/resource/mobile/RetrieveBootloader.dev
https://www.xda-developers.com/lg-exits-smartphone-business/


Usefull links
Reddit subs

DeGoogle

FossDroid

LinageOS/ DivestOS

Tuxphones

Phones

Pinephone

Librem 5

Fairphone

F(x)tec

Volla Phone

Shiftphone

Guides

XDA Forums

adb-tools

New to FossDroid

Gofoss free your phone

Check OS and device

List of custom Android distributions

Linux Phone: All Options Compared

Can My Phone Run Linux?

Other

Screen copy (scrcpy)

Open source hardware

KDE Plasma Mobile 6 Porting

Gnome sneak peak 2022

https://www.reddit.com/r/degoogle/
https://www.reddit.com/r/fossdroid
https://www.reddit.com/r/LineageOS
https://www.reddit.com/r/DivestOS/
https://www.reddit.com/r/tuxphones
https://www.pine64.org/pinephone/
https://puri.sm/products/librem-5/
https://shop.fairphone.com/
https://store.fxtec.com/
https://volla.online/en/index.html
https://www.shiftphones.com/en/
https://xdaforums.com/all-forums-by-manufacturer
https://www.xda-developers.com/install-adb-windows-macos-linux/
https://www.reddit.com/r/fossdroid/comments/o1gmb8/the_im_new_to_fdroid_starter_pack/
https://gofoss.net/intro-free-your-phone/
https://en.wikipedia.org/wiki/List_of_custom_Android_distributions
https://linuxstans.com/linux-phone/
https://many.tuxphones.com/
https://github.com/Genymobile/scrcpy
https://en.wikipedia.org/wiki/Open-source_hardware
https://www.phoronix.com/news/KDE-Plasma-Mobile-6-Porting
https://blogs.gnome.org/shell-dev/2022/09/09/gnome-shell-on-mobile-an-update/

